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It must reject the path of severe serv-
ice reductions and huge rate hikes,
which will only alienate customers.
The Postal Service must reinvent
itself. It must embrace changes to revi-
talize its business model, enabling it to
attract and keep customers. The U.S.
Postal Service Improvements Act of
2010 will help spark new life into this
institution, helping it evolve and main-
tain its vital role in American society.

By Mr. ENSIGN (for himself, Mr.
LIEBERMAN, and Mr. BROWN of
Massachusetts):

S. 4004. A bill to amend section 798 of
title 18, United States Code, to provide
penalties for disclosure of classified in-
formation related to certain intel-
ligence activities and for other pur-
poses; to the Committee on the Judici-
ary.

Mr. ENSIGN. Mr. President, I rise
today to address a new and very serious
threat to our national security.

In July of this year, the organization
known as WikiLeaks, led by an Aus-
tralian citizen named Julian Assange,
published 90,000 classified intelligence
documents related to our efforts in the
ongoing war against the Taliban insur-
gents and al-Qaida in Afghanistan.

In October, WikiLeaks dumped
400,000 classified documents that re-
volved around the efforts of our Nation
and our coalition partners to bring de-
mocracy, peace, and stability to the
people of Iraq.

Now, just a few days ago, WikiLeaks
has dumped another 250,000 documents
that reveal private, often personal,
communications between diplomats
and heads of state—communication
that is necessary for the critical dis-
course that occurs between govern-
ments on the many relevant and chal-
lenging international issues of our day.

In light of the damage that has al-
ready been done and the continuing
threat posed by WikiLeaks, I am here
to introduce a bill that will help defend
our national interests, protect our
troops, and provide assurance to our
friends and allies that what they say to
us in private will stay with us, and
that there will be consequences for the
reckless actions taken by WikiLeaks,
or others, who may attempt to do what
they have done—consequences that are
consistent with our values and with
our first amendment.

Let me spend a few moments exam-
ining the nature of this threat and
some of the serious implications.

After WikiLeaks dumped 400,000 clas-
sified documents concerning our efforts
to promote democracy in Iraq, Pen-
tagon spokesman Geoffrey Morrell
stated the Department of Defense had
to scramble to notify 300 Iraqis because
we were immediately concerned about
their safety. He went on to say that as
many as 60,000 Iraqis could possibly be
identified in these leaked documents.

Let us consider the plight of those
Iraqis just for a moment. These indi-
viduals came forward to us with infor-
mation that they felt would help their
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government deal with the insurgency
and terrorist presence that has been an
impediment to peace and stability
within their nation. Yet this despicable
character, Julian Assange, has re-
warded their bravery by naming them
to their enemies. This puts their very
lives and the lives of their families in
jeopardy. This discourages other Iraqis
from coming forward and standing up
for freedom.

This, in turn, jeopardizes the lives of
our American troops and harms our ef-
forts to provide stability in Iraq to the
point where we can withdraw our
troops.

Unfortunately, if Iraqis become
afraid to speak out against the terror-
ists in their midst for fear of being
named by Julian Assange, succeeding
becomes that much more difficult.

Let’s turn to Afghanistan. Back in
July, I read in the Times of London a
very interesting assessment about the
implication of Mr. Assange’s actions.
Let me quote:

Hundreds of Afghans’ lives have been put
at risk by the leaking of 90,000 intelligence
documents because the files identify inform-
ants working with NATO forces.

Let me quote again from the Times:

In just two hours of searching the
WikiLeaks archive, the Times found the
names of dozens of Afghans credited with
providing detailed intelligence to U.S.
forces. Their villages are given for identifica-
tion and also, in many cases, their fathers’
names.

To the credit of the Times, they cited
examples to back up their claims. But
as any responsible media organization
should, they at least, in their report,
took the steps of hiding the names of
the villagers who came forward with
information to assist their government
and NATO.

Madam President, just as WikiLeaks
recklessly dumped the leaked intel-
ligence on Afghanistan, a Taliban
spokesperson gave an interview in
which he said:

We are studying the report. . . .We will in-
vestigate through our own secret service
whether the people mentioned are really
spies working for the U.S. If they are U.S.
spies, then we know how to punish them.

I don’t think I need to elaborate on
how the Taliban punishes their en-
emies.

Now we have this latest dump of clas-
sified State Department cables and in-
formation. I applaud our former col-
league, Secretary Clinton, for the ex-
cellent remarks she has made on this
issue. She pointed out that the leaks
have put people’s lives in danger,
threatened our national security, and
undermined our efforts to work with
other countries to solve shared prob-
lems.

An essential dialog takes place be-
tween nations—a dialog that has ex-
isted since nations first began. With
that dialog, diplomats need to be able
to express their views candidly and,
yes, privately. This is how a lot of
problems are solved.

Our Nation is working toward inter-
national solutions to some very com-
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plex problems. The Government of
Yemen is fighting terrorists that reside
within their own borders. The pro-
liferation of nuclear weapons tech-
nology and the threat of long-range
missiles in North Korea are problems
that require multilateral international
engagement.

Secretary Clinton made another
point I will focus on for a moment.
Assange didn’t just leak classified de-
tails about meetings between dip-
lomats. Our diplomats overseas meet
with local human rights workers, jour-
nalists, religious leaders, and others—
people with unique insight into a wider
range of issues.

Unfortunately, we live in a dangerous
world where revealing the identity of
someone fighting for social issues, such
as women’s rights or children’s rights
or the identity of an advocate for reli-
gious freedom could have serious reper-
cussions that include imprisonment,
torture, or even death.

I wonder if WikiL.eaks understands if
Afghan villagers or activists fighting
for human rights under oppressive re-
gimes are Kkilled as a result of being
named in these leaks, the blood of
these good people is on their hands.

Before I proceed with an examination
of the bill that I have crafted to ad-
dress this threat, let’s be clear about
some things. No one should do Julian
Assange any credit by referring to him
as a journalist or as part of the news
media. He is a computer hacker and an
anarchist.

True to his hacker roots, he has de-
vised a portal through which he hopes
members of our government will anon-
ymously and surreptitiously provide
him unfettered access to our closest se-
crets.

Make no mistake, these actions have
harmed our friends and helped our en-
emies in a manner prejudicial to the
safety and national interest of the
United States.

So with this threat in mind, a threat
that the Founders could have never
seen coming, we have crafted a bill
that amends the Espionage Act, spe-
cifically Title 18, Section 798.

Under current law, it is a criminal
act for someone who knowingly and
willfully communicates, furnishes,
transmits, publishes, or otherwise
makes available to any unauthorized
person any classified information con-
cerning the communication intel-
ligence activities of our United States
of America.

My bill, which we are introducing
today, extends this protection -cur-
rently afforded to the communications
intelligence to human intelligence,
known as HUMINT. This bill protects
human intelligence sources and meth-
ods. I want to be very clear. It is my
opinion that we can go after Julian
Assange under the current statute. But
what our legislation does is updates
this decades-old statute to address this
evolving threat prospectively.

I have no doubt that Assange is going
to put out another document dump on



